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Nick Bilogorskiy

Experience

Jun. 2006 – current
SonicWALL
Sunnyvale, CA

Manager, Malicious Code Research
· Malware and vulnerability analysis, virus trends, quoted by media, published papers

· Managed a team of talented researchers

· Liaison to the Antivirus industry: research relationships and alliances
Feb. 2004 – May 2006
Fortinet Technologies
Burnaby, BC

Manager, Antivirus Research & Escalation

· Directed team with researchers located in USA, Canada, France, China 

· Increased coverage of Fortinet in the media, improved quality of detection and descriptions

· Built a QA team and developed testing process to test the Antivirus Engine

Jan. – Dec. 2003
Art In Motion
Coquitlam, BC

Programmer / Analyst

· Developed customized solutions for the Licensing Department. [XML, VB, SQL, Outlook API]
Jan. – May 2002
Microsoft Corporation
Redmond, WA

Software Test Engineer - Intern

· Feature testing for MS Word. Made spec, test plans and automation. [Word API, VB, XML]
Jan. – Aug. 2001
NCompass Labs
Vancouver, BC

Software Developer  -  Intern

· Fixed bugs. Developed program installation module and web based client. [C++,VB, ASP]
· After the company was acquired by Microsoft, I worked on the Content Management Server team.

2000 – 2001
Randronics Digital
Burnaby, BC

Founder / Lead web designer
· Won and completed a number of web development contracts. [SQL, CF, Flash, ASP, DHTML]
1999 – 2001
YES Canada-BC
Burnaby, BC

Senior Web Developer

· Designed and maintained webzines for a publishing house [HTML, JavaScript, Photoshop] 
Education

2000–2003
Simon Fraser University 

Burnaby, BC

· Bachelor of Science, Computing Science; Concentration: Software Engineering, AI, Philosophy
Projects

SonicWALL: Antivirus Honeypot
June 2005

I set up scripts and hardware to capture malicious traffic from the Web. Traffic was gathered, viruses extracted, sorted and forwarded to the virus lab for analysis.

FortiGuardCentre research portal website
March 2005

Creative idea, design and implementation was done for a major corporation’s research portal. Special applications were incorporated: online virus scanner, web addresses URL lookup, global threats statistics, and more. See the site at:  http://www.fortiguardcenter.com
Fortinet: Antivirus Cross-Scanner Interface
March 2004

I installed 9 antivirus products were on the server and created Perl scripts to download and install their antivirus pattern updates automatically. The users could submit a file to the server via HTTP upload, and the cross-scanner  is run [given file is scanned with all antivirus vendors at once]. Each virus scanner runs in parallel on different client machines, then log is parsed and results are combined under one interface and stored in the database. Similar to http://www.virustotal.com/flash/index_en.html
Fortinet: Clean Collection & False Positive Testing
May  2004
False positive happens when a clean file is reported incorrectly as a virus by antivirus software. The only practical way to fight false positives is to use a comprehensive clean file collection.  I made scripts that crawled the web and downloaded files in bulk. Files were then extracted, scanned for viruses, and duplicates were removed. Then with another script the file’s type was determined and it was incorporated into the database.  An interface was added to allow a virus analysts to submit a test pattern and scan our entire clean collection, have the results put in the database and rendered on a webpage. This way 3 analyst teams from different countries (Canada, France and China) were able to test their antivirus patterns and avoid false positives. Linux shell scripts, Perl, PHP was used.

Fortinet: Virus Auto-Replication System 
June  2004
I used Perl and C++ to create a virus Auto-Replication system that is controlled remotely via the Web. First, a snapshot is taken of the computer system, then a virus is executed. Another snapshot is taken, and compared to the original. All changed and newly created files (replicated samples) are added to the database. System is then rebooted and a clean image is restored to reset the environment.
Fortinet: Performance Test Automation
October  2004
I automated performance testing of our antivirus firewall, by creating Perl scripts that tested virus detection on all supported protocols (HTTP, FTP, IMAP, POP3, SMTP).

Microsoft CM Server Setup                                                                
July 2001
I rewrote the installation module for NCompass Resolution in a newer version of InstallScript language to be compatible with Windows Installer Technology and included the re-branding changes required by Microsoft to adopt Content Management Server as one of MS products.  

Art in Motion: MX-Contact Integration and Automation
May 2003

MX-Contact software integrates with MS Outlook and Exchange to create a related database inside Outlook. I customized this solution to fit the company’s needs and built additional components to make up for the functionality lacking in MX-Contact. My code would verify and restore consistency of the records, run custom Outlook reports, sync Exchange database to an Access index database and generate Crystal Reports on the latter. Visual Basic, VBScript and VBA  Outlook Forms code was used.

http://www.microsoft.com/cmserver/
Microsoft: Word Automated Testing                                                                  
March 2002

Two types of scripting were used – VBA scripts for testing the object model and TestWizard script for testing basic features functionality.  Testing was ran against a debug build which generated exceptions if any layout or rendering errors occurred. My scripts created the Word document at run-time and monitored for exceptions to occur and logged bugs. I authored, executed and automated over 350 test cases during my internship. The automation suite was ran on the milestone builds to regress all fixed bugs. 

NCompass: Build and Configuration Management 
March 2001

For a period during my internship at NCompass I did the daily builds of the product, and created the GOLD CDs. I maintained the build environment and made sure when the build was “broken” it was fixed immediately. Every day I ran and maintained the Build Verification Testing scripts (in WinRunner) which performed smoke testing on the basic features. I reported to the VP of Development during this period.

NCompass: Testing Automation Framework
August 2001

An application was written to test C++ functions. Each test case represented an VB ActiveX class. It setup the test, ran the function (through COM) and checked whether post-conditions were true. The results were saved in XML files and rendered in the browser through XSLT Stylesheets.

SFU: My UNIX Shell
November 2002

For my Operating Systems class I wrote a simple UNIX shell in C. Basic commands were implemented, and some advanced ones:  du, history, etc…
http://nickolay.ca/projects.html#300a5
SFU: SHRDLU Prolog Implementation
September 2002

For my AI class I made an intelligent robot capable of recognizing natural language, carrying on a simple dialog with a user and manipulating the small world of objects (the BLOCKS world). My team had 3 people and I made the block world representation and STRIPS rules to for the planner component to manipulate the world. All coding was done in Prolog
http://www.sfu.ca/~nickb/projects.html#310project
SFU: Distributed Ray Tracer                                                             
November 2003

In this pair project we used C++ , STL, OpenGL and VRML to implement a working ray tracer with some classic and some distributed features namely: reflection, transparency, anti-aliasing, textures, etc. The size of the project was over 6500 lines of C++ code. http://nickolay.ca/461raytracer/
Other School projects:   http://nickolay.ca/projects.html
Skills

I am a security researcher fighting the black-hat hackers and their tricks (viruses, spyware, exploits). I am skilled at reverse-engineering, static and dynamic malware analysis, disassembly, debugging, writing patterns and tracking malware, publishing research papers and representing the company at research events.
Programming
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Software  & Hardware 

· OS: Windows 95/98/ME/2000/XP/2003/Vista, Solaris UNIX, Red Hat Linux

· Web servers: IIS, Apache, Tomcat

· MS Office (all versions), SharePoint, Exchange 2000

· DB: MS Access, SQL Server 2000, mySQL, PostgreSQL

· Security: OllyDbg, IDA Pro, Ethereal, VMWare, Snort, tcpdump, nmap, nessus
· Visual Studio 6/7, Borland C++, Turbo C++, gcc & makefiles

· Adobe Photoshop, PageMaker, ImageReady, Premiere

· Flash, DHTML, JavaScript, Jscript, VBScript, ASP, ColdFusion, JSP, AJAX, OpenGL
· SourceSafe, Perforce, Subversion, CVS

· PC & LAN administration

Soft Skills

· Excellent business and interpersonal communication skills, proofreading.
· Fluent in English, Russian and Ukrainian

· Business sense – make sound decisions for company’s benefit

· Leadership – manage people and resources efficiently to achieve deadlines


References

References available upon request
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